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The Insafe network

FIND AN AWARENESS
CENTRE IN YOUR INSAFE

COUNTRY RESOURCES...

Helping children and young people, and % "5
their parents, carers, teachersiand N

fd ucators, experience asafer -and better” \\i\\:;\\\ \:3?. .

Insafe is a European network consisting of 31 Internet
Safety centers (27 EU member states, plus Iceland, Norway,

Russia and Serbia).
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The Portuguese consortium “Internet Segura”
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Internet Navegavel  (poghly: Internet Navigable In Security)
Em Seguranca

\ internet

N/
f 7\ Comfimansiado pela Unido Europeta
;) GOVERNO DE ‘ ?é?‘g'ﬁm 0 DA EDUCAGAO st e g S eg ur a‘pt I n s fe - Safer lunernet pias

PORTUGAL



ERTE/DGE — SeguraNet National Team
(Ministry of Education)

ICT Competence Centres
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What we do since 2004 /=

SeguraNet

www.seguranet.pt
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The SeguraNet Project (Web portal)
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Conheces as Tiras BD?

The SeguraNet project addresses the issues of digital security at schools.

Beyond our portal that brings together various actions and resources also we have a
presence on the social networks like Facebook, Twitter and Youtube.
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http://www.seguranet.pt/
http://www.seguranet.pt/

SeguraNet challenges for students

BEAG S

SeguraNet

o Annual contest "SeguraNet
Challenges":

a) Activities focused on the 2nd
and 3rd school cycles (10 — 15
years old students).

NOVOS DESAFIOS
| ESTAO A CHEGAR
) E HA PREMIOS!

b) Challenges intended to students
of the 1st cycle (primary school).

" FALA COM
O TEU PROFESSOR
E PARTICIPA!

(+/- 50,000 participants each year)
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eSafety Label for schools

COM0O PODE 0
SELO DE SEGURANCE DIGITAL
APOIER & SU&A ESCOLAEY

O que é o Selo de Seguranca Digital? BEEFL (’ 05 PERE £ SUE FSCOLA

ESAFETYLABEL.EU

Para saber mais, visite www.esafetylabel.eu

2 digital da sua
Quem eSta envolvido no Selo?
0 Selo de Seqy ca Digital & um projeto com mdaltiplas parcenas, apoiad BMpresas, como
alieryGosaLah o, i
 Portugal, .

www.esafetylabel.eu

wwwwwwww

It is a European initiative aimed at schools to promote and certify digital security
practices. In recognition of the improvements in the practices, schools will be
awarded with bronze, silver and gold certificates.

I )( internet -HW SRR
Eg GOVERNO DE MINISTERIO DA EDUCACAO Pyt Se g u ra‘pt I n s fe
‘ PORTUGAL ECIENGA )/’/ Universidade do Minhe




Complete an eSafety Label
Self-Assessment Questionnaire

The questionnaire is na easy way for schools to evaluate
how they are addressing eSafety infrastructure, policies
and practices based on international standards.

Receive an Action Plan

A practical guide to develope your level
of eSafety practice further.

Gain Accreditation for your school
Accreditaion as a Bronze, Silver or Gold
‘eSafety Label Certified’ school.
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The Internet from a positive point of view

Because the Internet offers us...

v New ways to play (+ new ways of play)

v New ways of learning (+ new things to learn)
v' New ways to communicate (+ lots of people)

v' New ways of working (+ new places to know
visit, discover)

Ana Free: Devo 0 meu sucesso a Internet

Education, learning, literacy (online resources, contacts, networking,
collaborative learning)

Active participation, civic engagement and creativity
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http://youtu.be/cTRiApQJm1s?t=0s
http://youtu.be/cTRiApQJm1s?t=0s

The digital becomes real!

There is no 'real world' and 'digital world'

. . digital spaces are

There is no separation
REAL spaces
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Everything you can imagine is real.
Pablo Picasso

graham@ogilviedesign.co.uk
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Real world, real risks

olmpersonation - /dentity thieves use the information they find online
to drain your bank account or ruin your credit rating.

oPhishing - Is a common trick used on websites that have been hacked
or are pretending to be legitimate. Popular social networking sites
such as Facebook are targets for scams.

oPredators and fake friends - Keep all private information private.
Do not give out your real full name, age, home address, phone
number, social security number, passwords, names of family members
or credit cards unless required for a legitimate business transaction.
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Despite prevention efforts; every yearthereris anincrease:inchild
pornography reports.



Safe computing tips

oBe updated: Set up your computer for automatic software and
operating system updates.

oBe protected: Install protective software, at least a reliable antivirus.

oChoose strong passwords with letters, numbers, and special
characters. Create a mental image or an acronym that is easy for you
to remember. Create different passwords for each important account,
and change passwords regularly. —

oControl physical access to your machine (computer, smartphone, f( = “
tablet). Don't leave it in an unsecured area, or unattended and >
logged on, especially in public places.
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Safe computing tips

oUse email and the Internet safely. Ignore unsolicited emails, be wary
of attachments, links and forms in emails that come from people you
don't know, or which seem "phishy." Avoid untrustworthy downloads
of software or apps.

oProtect sensitive data. Reduce the risk of identity theft. Securely
remove sensitive data files from your hard drive, camera, smartphone
or tablet. Be aware about keeping important files in the cloud.

oStay informed. Stay current with the latest developments for your
systems and about new threats.

Based on MIT IST Top Ten Safe Computing Tips
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Your behavior is Your safety

Tricks used to steal your identity
o Social engineering (social networking, web presence)
o Spam and phishing (fake emails, fake websites)

o Risky ads, pop-ups and downloads (tracking software, movies and
still images)

o Free software, apps and file sharing

o Webcams, unprotected connection protocols (Wi-fi, Bluetooth, NFC)
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How to survive here?

http://gl.globo.com/tecnologia/noticia/2014/04/vitimas-de-nude-selfie-e-sexting-na-internet-dobram-no-brasil-diz-ong.html
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valente@ie.uminho.pt

Luis Valente

GOVERNO DE
PORTUGAL

MINISTERIO DA EDUCACAO
E CIENCIA
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Muito obrigado!
Thank you!

Muchas gracias!
Mange tak!

Ténan vaga!
Multumesc mult!
Cok tesekklir ederim!
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Sources

» Video “To pantopoleion”: www.youtube.com/watch?v=ceSUuKMr4xo&spfreload=10
e Clipart: www.clker.com

* Images (slide 18): http://gl.globo.com/tecnologia/noticia/2014/04/vitimas-de-nude-selfie-e-
sexting-na-internet-dobram-no-brasil-diz-ong.html

e Other slides: www.SeguraNet.pt

* Maps: Drawings based on Google Maps
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